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Agenda

Secure Critical Data with Zero Trust

|ldentity Governance and Security

Microsoft Information Protection

Microsoft 365 Backup with Barracuda Cloud-to-Cloud Backup
Microsoft Defender

Microsoft Cloud App Security
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Data Security Audit with ArexData
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Microsoft Zero Trust Principles

Guidance for technical architecture

Verify explicitly

Always validate all available data points
including

User identity and location
Device health

Service or workload context
Data classification
Anomalies

4
%

Use least privilege access

To help secure both data and
productivity, limit user access using

L] [ ]

L]

Just-in-time (JIT)
Just-enough-access (JEA)

Risk-based adaptive polices

Data protection against out of band
vectors

SaaSLevelUp
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Assume breach

Minimize blast radius for breaches and
prevent lateral movement by

Segmenting access by network,
user, devices, and app awareness.
Encrypting all sessions end to end.
Use analytics for threat detection,
posture visibility and improving
defenses

plan .
concepts



Protection across the attack kill chain Microsoft Cloud App Security

Extends protection & conditional access to other cloud apps

. ° °
Microsoft Defender Azure AD Identi
for Office 365 (MDO) ure AD Identity =
Malware detection, safe Protection N .
links, and safe attachments Identity protection & conditional access " Exfiltrate data
o ° ® °
., Brute force account, b Attacker accesses
hishi '\\@; password spray or use Attacker collects tive dat
P Ishing Open =" stolen account reconnaissance & \ /' sensitive data
mail attachment credenﬁi\als configuration data s
------- > @ e --- /
.  Clicka N
~~~~~~~ LJRLb Exploitation Command
~~~~~~ _ &Installation & Control
828
Browse to
a website User account Attacker attempts  Privileged account Domain
is compromised lateral movement  compromised compromised
— e o °
Microsoft Defender for Microsoft Defender for Identity (MDI)
Endpoint (MDE)

|dentity protection
Endpoint Detection and Response (EDR)

& End-point Protection (EPP)
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Identity
Governance and Security

Ivan Bravo
Saas Level Up Cloud Engineer
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Azure AD: Microsoft 365 Authentication

Azure Active Directory (Azure AD) is an online directory instance

Azure AD provides authentication and authorization for Microsoft
365 and for other Microsoft cloud offerings, including Azure

Authentication options in Microsoft 365 fall into one of the following
categories (each of which is covered in the following slides):

Cloud-only

Directory Synchronization with Pass-through authentication (PTA) + Password
Hash Sync (PHS)

Single Sign-On (SSO) with Active Directory Federation Services (AD FS)
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Unified identity management

Employees

Frontline workers

Customers

Partners

Azure
Active Directory

00 Q.

HR user data Active Directory

S
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SaaS apps

& @now

9 0O

Cloud-hosted apps

A s o

On-premises
and web apps
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Azure AD identity and access lifecycle management
Strengthen security while maintaining productivity

Increase business agility while strengthening security and compliance posture at scale

Entitlement Management

¢ ) Access Request Policy & Role
. Management ‘ Management
Increase business agility / Streamline compliance processes
Azure AD
B S— Automated reporting £ )
: = with alerts
ED plain -
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ldentity governance in Azure AD
The tasks of Azure AD identity governance

No access

Govern the identity lifecycle

Azure AD Premium & Identity Manager: users coming from HCM cloud and on-prem solutions

Entitlement Management

Retiree é 1"j91? role

Govern access lifecycle e ., .
entity

Dynamic Groups
Azure AD Access Reviews

Secure privileged access for administration iy
Azure AD Privileged Identity Management (PIM) . r
Azure Access Reviews to recertificate Admin roles . J,\%l}eé BEVJa‘i'Lg :?l;‘ii';fﬂ%fﬁ;;ﬁéii

Leave: Access may need to be removed.
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Entitlement management and access reviews

Entitlement management

« Itis an identity governance feature that enables organizations to manage identity and
access lifecycle at scale.

« Access Packages: It automates access request workflows, access assignments, reviews,
and expiration.

Access reviews
« Enable organizations to efficiently manage group memberships, access to enterprise
applications, and role assignment.

« Ensure that only the right people have access to resources
« Used to review and manage access for both users and guests

Terms of use

« Allow information to be presented to users, before they access data or an application.

«  Ensure users read relevant disclaimers for legal or compliance requirements.

Contoso ‘

Please review users’ access to the Finance Web
app in FrickelsoftNET
Sarah Hoelzel, your organization requested that you approve or deny continued

access for one ar more users to the Finance Web app in the FinanceWeb access
review. The teview period will end on September 5, 2020,

Hi FinanceWeb team - please review the list of users who can access your
FinanceWeb application. Help us remove any unwanted access from users that no
longer work with the app. More information:

hittps:/ffinweb.contoso.com/access/reviews

Start review >

Learn how to perform an access review and more about Azure Active Directory

ACCESS revIews.

=$ Microsoft
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Securing Identities in Microsoft 365
Best Practices

« Security Defaults (MFA, block legacy auth protocols, protect privileged Access)
« Block legacy authentication protocols

« Multi-Factor Authentication

« Conditional Access

« Protect Privileged Access (PIM)

« Password management:
» Self-Service password reset and periodic password reset
* Banned Password list
» Account Lockout Threshold

 Sign-out Inactive Users

« Azure ldentity Protection
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Multi-Factor Authentication (MFA)

Enable Zero Trust with strong authentication and adaptive policies

FIDO2
security key

~ Including passwordless technology -

?

Biometrics

- 2\
®
Microsoft Windows
Authenticator Hello
[ ] TIELE
We support a broad
Push Soft

range of multi-factor notification  tokens OTP
authentication options

Hre

Hard
tokens OTP

SMS,
Voice

Multi-factor
authentication
prevents 99.9%

of identity attacks
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Protect identities with Conditional Access

Enable Zero Trust with strong authentication and adaptive policies

Signals Verify every access attempt Apps and data
Userand @ . Allow access
location 41 l Device
\ / - |
101010
o ReqmreMFA . '_l 010101

.n R (N 101010
T
Limit access » ‘

_/ \A Real-time — @

Application |2 risk Password reset

Monitor access
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ldentity protection

Intelligently detect and respond to compromised accounts

Enhanced loggin e
gg g » Home 3 Fourth Coffee > Security 3 IdrMny Protection - Cvervew
t ) Identity Protection - Overview # x

+
=
e, ] € Diesnmor ) Rebesn
0 Grorview O Weiccine s Assew AD idersity Pratection's rem rvervoes
9 R Cate range = ¥ days.
i & Uses ritk palicy N ik ey bt e User ri level = Al
Threat alerts € sy oty .
-] 0 M TN peii 1 3
e v _ 8 13
Repest ) (| 15 e Ak Mo i
(o] Investigate users and reset Ieveszigat users and reset
= S msbyuses  UIHEEEN 1 (ORRORRRME 00 oMUHMEHE 00 seses | pesmwords
A sk daocsions
" o W 0 At
. . " . : . W G MG ONE oW N B2 100+
Risk scores o c - >
6 501 s o
B Usaes a1 risk detected slerts policy ock them
i S—
Traubleshoating + Sunpert ign-i
entity Secure Score °
32
Hew wpport reques Meaniton and improws yowr

Sign-in reports

X Troubleshoat
-

\m“‘m.lmmulﬂ...|‘|||||||||M||n|||lmllllmIMML.,..

l18.021 |i6,473 1548
Privileged access insights
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Azure ldentity Protection

Azure AD ldentity Protection flags “Risk Events” based on anomalous activities involving user accounts. The
following Risk Events are currently evaluated:

* Leaked credentials

* Impossible travel to atypical locations

« Sign-ins from infected devices

* Sign-ins from anonymous IP addresses

+ Sign-ins from IP addresses with suspicious activity
« Signs in from unfamiliar locations

Conditional Access policies can be used to block or grant access based on level of risk for sign in-events.

Examples:

» Policy to mitigate risky sign-ins by blocking sign-ins or requiring multi-factor authentication challenges

» Policy to block or secure risky user accounts

» Policy to require users to register for multi-factor authentication plaln 1
concepfts
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Privileged Identity Management (PIM)

PIM enables you to manage, control, and monitor access to important resources in your
organization.

st E
- L

avlw
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e
"""
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Just in time, providing privileged access only when needed, and not before.

Time-bound, by assigning start and end dates that indicate when a user can access resources.
Approval-based, requiring specific approval to activate privileges.

Visible, sending notifications when privileged roles are activated.

plain r
Auditable, allowing a full access history to be downloaded. Concepl'a
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Microsoft
Information Protection

José Gallardo
Plain Concepts Cloud Solutions Engineer

plan .
concepts




S

SaaSLevelUp

Discovering and managing data is challenging

#1 >80 88

Protecting and governing of corporate data is “dark”
sensitive —it’s not classified,
data is biggest protected or governed?
concern in complying with
regulations’

of organizations no longer
have confidence to detect
and prevent loss of
sensitive data’

1. Forrester. Security Concerns, Approaches and Technology Adoption. December 2018
2. IBM. Future of Cognitive Computing. November 2015
3. Microso ft GDPR researc h, 2017
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Microsoft InNformation Protection

Integrated Rich & Intelligent Extensible
Into user apps classification to other systems
Unified User-centered plain
H r
management balances security concepts

with productivity
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Microsoft Information Protection
Discover and protect your data across all environments

. G 0O @
= |] . 3
: -
On-prem Microsoft 365 SharePoint Exchange SharePoint Non-Microsoft
Apps Across Sites Teams, Online Online Clouds and
Platforms Microsoft 365 Saa$ apps
Groups
Classify and label Label and protect Label and protect Automatically Automatically Extend protection
data in on-prem Office files sensitive label and protect label and protect through
repositories natively across SharePoint Sites, sensitive emails sensitive files in Microsoft Cloud
Windows, Mac, Teams, Office 365 in Exchange SharePoint App Security to
iOS, Android and Groups, PowerBI Online Online and third party clouds
Web Clients artifacts OneDrive for and SaaS apps
Business

Unified Management in Microsoft 365 compliance center gcl)a':'gepl.;}



Microsoft

_emT T T - Prevent accidental

I n fo rm a t i 0 n N oversl;:;ionr?ng:iiennsitive
Protection NOwW revent B
Protect and govern data YOUR DATA DATA LOSS e e

’ and records in a

— wherever it lives
.. compliant manner

Understand your data ,
landscape and identify /
important data across

your hybrid environment :" PROTECT GOVERN
B YOUR DATA YOUR DATA

. \
Appl){ erX|b!e Y
protection actions *,

. . . Y
including encryption, .
access restrictions and S
visual markings

~ -
_______

Powered by an intelligent platform

Unified approach to automatic data classification, policy management, analytics and APIs




Microsoft 365 compliance

ff

Data classification

(@ Home
2 Compliance scare Overview  Trainable classifiers (preview)  Sensitive info types  Content explorer  Activity explorer
I &3\ Datacassihication The sensitive info types here are available to use in your security and compliance policies. These include a large collection of types we provide, spanning regions around the globe, as well as any custom types you have created.
-+ Create info type () Refresh 207 items O Search
3—"’ Data connectors
Name | Type Publisher
A Alerts
" Reports Portugal Citizen Card Number Entity Microseft Corporation
=  Ppolicies Portugal Tax Identification Number Entity Microsoft Corporation
=
L Profanities Entity Contoso electronics
CS., Permissions
Project Jupiter Entity Contoso electronics
Solutions Project Obsidian Entity Contoso electronics
E Catalog Regex DIT Entity Contoso electronics
res.csv Entity Contoso electronics
@ Settings
Romania Personal Numerical Code (CNP) Entity Microsoft Corporation

(D More resources

Russian Passport Number (Domestic) Entity soft Corporation
) : Russian Passport Number (International) Entity Microsoft Corporation
Internal Engineering Tools
Saudi Arabia National ID Entity Microsoft Corporation
Lo Tools ~
sensitive info type 1 Entity Contoso electronics
L5  Prototypes 2t
sensitive-info-1 Entity Contoso electronics
55 Common controls v _
SimpleCustomType Entity Contoso electronics
) o Singapore National Registration Identity Card (NRIC) Number Entity Microsoft Corporation
/ Customize navigation
Slovakia Personal Number Entity Microsoft Corporation

»=+ Show all

@ Need help?
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Admin Center < -

O https://compliance.microsoft.com

Microsoft 365 compliance

Data classification

Overview

/O Search for specific categories or labels

Sensitive info types

Awustralia Passport Number

Project Obsidian

Turkish Mational |dentification number
U.K. Driver's License Number

UK. Electoral Roll Number

U.K. National Health Service Number
U.K. National Insurance Mumber (NINO)
U.S. / UK. Passport Number (0)

LS. Bank Account Number

U.S. Social Security Number (S5N)

U.S. Driver's License Number
Retention labels

Sensitive labels

Trainable classifiers (preview)

Compliance Center X

Sensitive info types

e

345

600

34

789

245

6E9

1,567

244

350

692

-

Content explorer  Activity explorer

All locations > SharePoint Online > PO Contract documents > Project_Obsidian_chip_design.docx

I— Export report

- D
LY

i

&

o

.

B
=

Name

Project_Obsidian_chip_design.docx
Project_Obsidian_MSA_Draft_l.docx
Project_Obsidian_MSA_Draft_2.docx
Project_Obsidian_MSA_Draft_3.docx
Project_Obsidian_MSA_Draft_4.docx
Project_Obsidian_MSA_Draft_5.docx
Project_Obsidian_MSA_Final_for_review.docx
Project_Obsidian_MSA_Final_tobe_Signed.docx
Project_Obsidian_MSA_Final_Signed.docx
Project_Obsidian_Contract_Obligation.docx
PO_Team_chart_v1.pdf
PO_Team_chart_v2.pdf
PO_Team_chart_Final.pdf

PO Leaders conference notes.docx

Sensttive info type

Project Obsidian +1

Project Obsidian +1

Project Obsidian +1

Project Obsidian +1

Project Obsidian +1

Project Obsidian +1

Project Obsidian +1

Project Cbsidian +1

Project Obsidian +1

Project Obsidian +1

Project Obsidian +1

Project Obsidian +1

Praject Obsidian +1

Provect Obeidian +1

45items O = Project Obsidian Spec. docx

Sensitive label

Source view  Details

) Project Obsidian

< Updated Engine Chip Design

Autornated Car Team

=
-

@ Data visualization

Octobar 21, 2013
B [ Contacts Tim |
[ Lickia Hollaway [ Nidia@contosoalectronice com |
FErE
N
With our new investments in automated cars we need o redesign the AI500 chip to pull more

Cancel

Provide feedback
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Native manual labeling in Office apps across all platforms

cee 0OdE v~ Document1

Home Insert Design Layout R View

' Spetling & Grammar ‘}) . G + TS | } - v o) = 5
(2 Thesaurus @ ax A"' V4 (1l v X .. a8 - \k
5 vord Coumt kcnoek Transiste Language co:t“m Delete Resolve Tracking  Reviewing  Accept Reject Compsre  Protect Public
Confidential FTE
v Highly Confidential SLT
. o g LabelContentMarking
Project Obsidian P

Updated Engine Chip Design © Lear wore...

#) Presentation.pptx x BB
< @ & https://contosoenergyusa2-my.sharepoint.com
PowerPoint Presentation - Saved v o Single Line Ribbon
File Home Insert Design Transitions Animations Slide Show v Open in Desktop App Q@ Tell me what you want to do I3 jou}
")v Bv {53 New Slide @ ‘ A B A =y r-Ov 0 } @v 8~
3 = Public
Confidential FTE
; . . g v Highly Confidential SLT
Projectiively
Project Obsidian bt
\ { .
“ :
2 - L4 © Learn More...
- - EL 22 g I ra—
: - 2\ g Edit Sensitivity
I o
E P Cancel
“« L | B
| — ¥

k|

| plan -
Ay concepfts



" Admin Center b4 g% Compliance Center X - —
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&« O https://compliance.microsoft.com

Microsoft 365 compliance 0O Search

- - -
= Data classification
A o .
Overview  Trainable classifiers (preview)  Sensitive info types ~ Content explorer  Activity explorer Listview | = Data visualization 4
%4
| <2 Filter by uery S Filters T Customize columns
@3 Date range: Last 30 days % Activities; Any L% Sensitive info types: Any v Sensitivity label: Any v Enforcement Maode: Any v Location: Any v
Create alert New DLP policy from results 9,550 activities =
policy
BO
3
Lo
= &0

2
=1 I
: EEEEE

10/ 10/04 0/07 10/10 1013 10/16 1019

10/ 10/08 10/16 10/23 10/31

B Files copied to USB B Files printed B Shared externally
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Microsoft 365 Backup
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Microsoft 365 Data Retention policies

« Exchange “deleted folders” aren’t a backup option
 Deleted mailboxes' data has limited retention
 Restoring from these folders isn't straightforward

« Teams’ conversations aren't retained
« Only 30 days for conversations and chats

« SharePoint and OneDrive aren't backed-up

« Users can inadvertently delete data
* In the case of security breaches, no roll-back capability

SaaSLevelUp
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Microsoft says that you need 3 party backup for O365

Microsoft Service Agreement (MSA):

We strive to keep the Services up and running; however, all online services suffer
occasional disruptions and outages, and Microsoft is not liable for any disruption
or loss you may suffer as a result. In the event of an outage, you may not be able
to retrieve Your Content or Data that you've stored. We recommend that you
regularly backup Your Content and Data that you store on the Services or

store using Third-Party Apps.

-Microsoft Services Agreement, Section 6B

plan .
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Miguel Lopez
Country Manager — Iberia

4 Barracuda.

Your journey, secured.


mailto:mlopez@barracuda.com

What does CCB add to Office 365
capabilities?

Incl. in 0365

Independent copy of the data

Unlimited storage and unlimited retention Limited
Ease of use for protecting data and setting up options

Ease of use for recovering data

Cross restore of data to other users, mailboxes, folders or sites

Granular restore for SharePoint and OneDrive

Ability to restore after corruption, malware or ransomware Limited

CCB

e LS P i T TR



Microsoft Retention Policies vs CCB

Office 365 Microsoft Default Retention Microsoft Maximum Barracuda CCB
Application Retention after Deletion Retention
Exchange Mail, 30 days after soft delete Unlimited after Soft Delete Unlimited
Clleaes, (SOMmIEEE, 14 days after hard delete 30 days after Hard Delete Unlimited
CRCNENS
User Deleted items go into Site 93 days e

recycle Bin for 93 days

NEE OB CGIITE Sttt T 0t o go into Site

SRR Collection Recycle bin folder 93 days Unlimited
for 30 days

s Deleted Teams will be retained 30 days Unlimited
for 30 days

1: Soft Delete occurs when an item is moved to a temporary recycle bin (example: right-click and delete in Outlook)

2: Hard Delete occurs when an item is removed entirely from the source (example: SHIFT+Delete an item in Outlook)

3: After an item is cleared from the site recycle bin, the item will be moved to the Site Collection recycle bin for the remainder of the
93 days.

4: There is a unlimited retention option with Office 365 with E3 and E5 for OneDrive
It is much more expensive - $20 user/month or $35 user/month vs S8

user/month for E1.


https://www.microsoft.com/en-us/microsoft-365/business/compare-more-office-365-for-business-plans

Complete Protection for Office 365

‘ Barracuda
Essentials

for Microsoft Office 365

Cloud-to-Cloud Backup M (3 £ hhirsch@anus.cuda -

Backup, Recovery & Business ' e
Continuity for Office 365 - -

Direct Cloud to Cloud backup

-_] @ a hhirsch@janus.cuda ~ .

11 0

@ Mext backup scheduled for Sep 9, 2020, 12:00:00 AM BACHUP NOW
Protected Unprotected

Protects Exchange / SharePoint
Onhne / Teams and OneDrlve user] @eudadnb.eu Home » Cudalab Pubishir e

. 1AL M August 30, 2019
against data loss

Microsoft Services Agreement

Meodem Teamsite

Provides granular recovery options

Cudalab Puhishing

Unlimited Storage

Comprehensive feature set e T o




Barracuda Cloud-to-Cloud Backup (CCB)

Unlimited storage and retention for Office 365 Exchange Online,
SharePoint, OneDrive for Business and Teams/Groups. Delivered as a

SaaS.

Exchange OneDrive Sharepoint

gl :
o - BN
Groups Teams —— Sy e
daily backup \a Cloud-to-Cloud Cloud
Backup
] Office 365

--------------------------------

On-demand recovery
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Microsoft Defender

David Fernandez
Plain Concepts Cloud Solutions Engineer
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Multi-cloud

sse BB BRBEERS

SIEM
Azure Sentinel

Prevent —_—

Microsoft Defender
XDR
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Partnerships
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Microsoft Defender
XDR

< Cross-domain protection >
Microsoft 365 Defender Azure Defender
@ . . = —
2 = o g H N
Identities Endpoints  Apps saL Server  Containers
VMs
.% S~ s ~ T
. = & (B S
: E-mail Cloud Apps Docs Network loT Azure App
° Services

‘.
e sliye e 0@ ®

.'i""z-%_:é}j}‘

SaaS Le\gel Up
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Microsoft 365 Defender SoaSLevel Up

Automated cross-domain

security
- é. E -
|dentities Endpoints Cloud Apps User Data
Microsoft Defender Microsoft Defender Microsoft Cloud Microsoft Defender
for Identity for Endpoint App Security for Office 365
Formerly Azure Advanced Formerly Microsoft Defender Formerly Microsoft Office 365
Threat Protection Advanced Threat Protection Advanced Threat Protection

Shift from individual silos to coordinated cross-domain security
plain ry
concepfts
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One portal
- unified entities

Microsoft 365 Defender

Coordinated active Automatic healing ~Unified threat
protection from threats of affected assets intelligence and analytics

Management - APIs - Connectors

SaaSLevelUp

Cross-domain
threat hunting
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Microsoft 365 Security

Home

Secure score

Incidents & alerts

Unified queue
Endpoint alerts

Email & collaboration alerts

Hunting

Action center

Endpoint

0
®

Dashboard

Device inventory

Vulnerability management

Threat analytics

Partners & APIs

Good morning, Rob

Active Incidents

35 Active incidents

21 Unassigned incidents

H High(5) I Medium(8) [l Low (16) Informational (6)
ncident and alert trend
350

200

(0  —

1725 11/26 127 /28 11/29 1/30 /3

B Incidents [l Alerts

Incident name Severity Active alerts Scope Last activity Tags

Multi-stage incident.. ~ HEEHigh 123/138 B84 8 D117 Sep4 06:32:45 AM
'Dirtelti' backdoor wa... HEE High 132/132 D44 Sep 4, 06:41:45 AM

Office process droppe...  mmm High 132/132 04 Sep 4, 06:42:45 AM

View all active incidents

Microsoft 365 Defender Unified Portal

Microsoft 365 E5 license or any individual product E5 license

Use Microsoft 365 Defender even if you only have one E5 product,
expand over time to get cross-product value

Action Center

20 actions pending approval

Devices 10/16
M Pending approval ll Remediated [ll Timed out [l Failed

Approve in Action Center

Threat Analytics

1 Active threat in your org

Human operated ransomware attack

Cobalt Strike: Hiding in the Red No active alerts

Qakbot blight lingers, seeds ransomeware No active alerts

W Active Alert [l Resolved alerts

See More

I Quick tour

Security Blogs and News

Q Tammay Ganachaya
@tanmayg

-+ Add card

In continuing to diminish the chances of
sophisticated threats slipping through defenses, we

have expanded behavioral blocking and containment
capabilities to get even broader visibility into
malicious behavior by using a rapid protection loop...

See on Twitter

Microsoft Defender ATP

-’ @ —
w %
Next-generation
protection

March Sth, 2020 - 6:32PM

® o

®
®

Next

@ Need help?

Microsoft 365 Defender Dashboard

My organization’s overall security state

What's the next highest priority SOC work item

-

¥ |

Endpoint detection

and response

®

Q157

Give feedback
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Microsoft Defender for Identity architecture

Defender for Identity learns about your network, enables detection of anomalies, and warns
you of suspicious activities

Activities
Microsoft Defender Alerts .
: Identity metadata Microsoft 365
for Identity B OO > Oetandar

.
.
‘.,

A A e
: Active Directory entities :
. Parsed network traffic e
¢ Windows events and traces  : Microsoft Claud

! : App Security

Domain controlle
e plain -

Console experience: N ~
T Microsoft 365 security center co Ceph




Microsoft Defender for Identity

SaaSLevelUp

Microsoft Defender for Identity helps security operations teams protect user identity as part of

on-premises and cloud enterprise environments

Investigate

Vv Vv

Proactive identity Real-time
security posture analytics and
assessments data intelligence

User
investigation
priority

Cloud scale, continuous updates

1x

Respond

VvV

Automatic response
to compromised
identities

plain -
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Microsoft Defender for Endpoint
Delivering endpoint security across platforms
s Windows 365
== Windows & mac0S i0S éb Azure Virtual Desktop @ Jcli;ci:er Networks :::r;::)plzli::works
Endpoints and servers Mobile device OS Virtual desktops Network devices

plan -
concepfts



wns
----
aue®
we®
.
wer®
.
.
.
.
.

ey
I ‘e
0

THREAT & VULNERABILITY
MANAGEMENT

S

@ Microsoft Defender SaaSLevel Up
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Microsoft Defender for Office 365

Securing your enterprise requires more than just prevention

Prevention

! - B ) - - 8 —

Detection

Investigation & Response & Awareness &

Hunting

Remediation

Training

Secure
Posture

SaaSLevelUp

Secure Enterprise
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Microsoft Defender for Office SaaSLevelUp
Multi-Layered protection stack

Edge protection =
ol = —
% o ~E- @ [ -
and —_—
Network throttling IP reputation/throttling Domain reputation Directory-based edge filtering Backscatter detection Enhanced filtering for
on-prem routing
Sender intelligence =
y 1 1 S r F
' Ly —pe — . ~ o L L micr@soft.com
1 l -
Account DMARC DKIM, Intra-org spoof Cross-domain Bulk filtering Mailbox Mailbox intelligence User Domain
compromise detection SPF, ARC intelligence spoof intelligence intelligence impersonation impersonation impersonation
- ' ca
Content filtering =
— h 'y h é CO— ~
— -
— = <f> — [
#Q X v B c,-,w 4 s = v % *0 30
Transport AV engines Type blocking Attachment Heuristic ML Tenant URL reputation Content Safe Linked content URL
custom rules reputation blocking clustering models allow/block lists blocking heuristics attachments detonation detonation
Post-delivery protection @
o m— R [}
~- ~, - (8l8) ‘ - Q %
L L L]
Safe links Phish zero-hour Malware zero-hour Spam zero-hour Campaigns End-user reporting Office clients OneDrive/SharePoint URL detonation

auto-purge auto-purge auto-purge Ialn
purg purg p r=
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Microsoft Cloud Apps Security

Eduardo Recio
Saas Level Up Cloud Engineer
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¢Qué es un Cloud App Security Broker?

Agente que se situa entre los usuarios y las
aplicaciones en la nube, y supervisa toda la

actividad y aplica las politicas de seguridad.

Acceso y gestion
de la identidad

Administracion
de la seguridad

Proteccidon contra
amenazas

Proteccidn de la
informacioén

SaaSLevelUp

v Cloud apps
' i Cloud App Security
- ae o
4 \ AP1
N o«
. i App connectors
. ol i -
B ? Protected
@ Cloud Discovery
Proxy
Access+ Session
Cloud traffic
‘- §=] —
- Firewalls i
&I (| @ Config scrip!
Proxies
Your organization from any location
plain P
e
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Microsoft Cloud Apps Security

;Por qué necesitamos uno si queremos proteger nuestros datos en
Office 365?

Top casos de uso

« Descubriry gobernar apps
 Detectar filtracion y tener visibilidad de los datos corporativos

« Aplicar politicas DLP, incluso en corporativos no gestionados
« |dentificar cuentas de usuario comprometidas

plan .
concepts
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Descubrir y gobernar apps

Cloud App Security

Cloud Discovery @

Win10 Endpeint Users+

@l Dashboard
o bi . Dashboard Discovered apps Discovered resources IP addresses Users Cevices 27, 2021, 7:22 PM
iscover
Cloud Discovery dashboard
Queries: Select a query v Save as ® | Advanced filters
| Discoverad apps
Diccriiied mliites Apps: | Apps... Apptag@: @ &  Norme Risk score: 0 (m— 10 Compliance risk factor: Select factors... v
T e Security risk factar: Select factors... v
Users
Doviies Browse by categary: [] Bulk selection = Hid.. = New.. < Exportv 1-20of 294 discovered apps <= Show details  [[J Table settings v
Cloud app catalog Q, Sesrch for category.. App Score v Traf.. Uplo... Tran... Users 1P ad... Devices Last .., Actlons
e e ) . Azure CDN E-.- 10 186G 409KR 426 2 15 2 o7, @0
News and entertainment 4, Hostinig serices
5%  Investigate Sl i
g IT services 18 IJ Microsoft 365... 0 165 MB aMB &3 2 ] 2 Ot 26, GRS
i Collaboration
E Coteol N7 Productivity T
Security Microsoft Tec-- 10 55 MB AMB 58 2 0 2 O 27, & ®

i : | plain
r
Marketing == |
BE  Microsoft Su... 0 MB ek 13 2 2 2 Oct 21, @@ : Concep
. Customer support

Accounting and finance Azure Front D.- 10 eMB — 8 2 5
Hasting services

Advertising =

o)
©
@
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Descubrir y gobernar apps

Netflix

Web app
MNews and entertainment = Netflix

© Last30days ~ [) Win10 Endpoint Users ~  App actions

Qverview Info Cloud app usage
> —
Cloud app score Usage Usage trend Users

Cloud app score: 8/10 Users Traffic Users: 1
General 10710 1 4.3 GB .

Securi 810 .
i / IPs Davices
1
Compliance 4/10 2 1
Legal 10/10 0
a2 S &Pl a2 aB W B B ]
Q‘-‘.r QC}' \3 Bl \2) \Q \Q \Q \Qr \'2) \(} \Q \E) \Q}' \() \6
View score breakdown View usage details View usage details
Top entities (Cloud app) Users Recent alerts

User Investigat.. Traffic E& pla I n r

2|
. L] 905 M3 Phew, there are no open alerts Conceph

Over the last 30 days

View all alarte
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Detectar filtracidon y tener visibilidad de los datos corporativos

Files

FILES MATCHING ALL OF THE FOLLOWING

: Access level b equals External, Public
Last modified v ] earlier than [f:.tay"s} . v 130
+
R € 1- 20 of 632 flies
File namse Chamer App
templates -'i'n 5j??r3dn1ir’.§.‘ltest2... & etz
Q EABME I:.i.:l s:Eeracrr':r' Btestl... B Test
atiributes I-i~| sap-.-_zradmir’.'t’_s.‘ltestl... @ 1ot

W
Days ago
: Mew policy from search
Cofiaborators Policies
L 1 policy match
2. 3 collaborators 1 policy match
L 1 policy match

= _ T
Last modified
May 10,2018
May 10, 2015

May 10, 2018

plan .
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Aplicar politicas DLP, incluso en corporativos no gestionados

Microsoft Cloud App Security
. £ Search

[] 2ef12selected

B Box-Boxc-LUs

B 5o Box - General

[] Salesforce - Salestorce -Us

I:‘ Salesforce - Salesforce - EU
[] Salesforce - Salesforce - General

[[] oropbox - Dropbox - Us
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Identificar cuentas de usuario comprometidas

Il

c @

B o8

Cloud App Security

. Jonathan Walcott

Account Manager contoso

Dept: N¥C Accounting

User threat ~

Open incidents Investigation priarity

4 0127
Open alerts Identity risk level
107 Medium

Lateral movement paths

3

User exposure A
Accounts Devices

2504 15

Logon types Locations

3 3

Matched files Groups

12 12

Mailboxes

12

Contact info ~
Email

jonathanwalcott@contoso.com

User risk

Lateral movement

Investigation priority score

u Alerts Score: 70
B Risky activities Score:55
B Blast radius (7) Score: 12

Alerts ands risky activities that contributed to the score (last 7 days) | View all user alerts (12)

+20

+8

+12

+18

Yesturday

Today at 4:28 PM HEE High
Mass download alert

Yesterday at 7:11 PM EEE Medium
Log on

Last week

Thursday at 222 AM EES Medium
Resource access - Device: WK-Win10-PC
Device: WK-Win10-PC

Thursday at 1:28 AM EEE Medium
Risky sign-in

the last 7 days How do we score?

User score compared to %
the organization

There aren’t any more alerts on risky activities for this user over the last 7 days

View all user alerts

User risk in the last two weeks

W Top 90% in your organization

Dlaln F

ONSERSS,

Impulsa tu negocio Saa$
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Barracuda Sentinel
Proteccién avanzada contra amenazas
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Miguel Lopez
Country Manager — Iberia

4 Barracuda.

Your journey, secured.


mailto:mlopez@barracuda.com

Comprehensive email protection

Phishing Simulation Automation

Cloud Backup and Archiving Al for Social Engineering

User Awareness Training Post Delivery Remediation

Email Continuity Brand Protection

DMARC Reporting

Encryption and DLP Automated Reporting Threat Hunting

Account Takeover
In/Outbound Security

Barracuda
Total Email Protection’




Email attacks are evolving

Spam Data Scamming Domain Extortion Conversation Account
Exfiltration Impersonation Hijacking Takeover
Less complex More complex
Malware URL Phishing Spear Brand Business Email Lateral
Phishing Impersonation Compromise Phishing

https://www.barracuda.com/13-threats-report



Email security — two forms of prevention

ca
@ Vg &

Lateral Domain
r% Phishing Impersonation
b & L]
Spam / Malware Zero Day KS&& (EC\
1 1 Account Business Email
Takeover Compromise

v

o0
S

\—/ vl (-}
LEGITIMATE oo 0
INTERNET EMAIL EMAIL GATEWAY URL Phishing API-BASED INBOX DEFENSE Extortion
S £
A Service
Spear Phishing Impersonation

ca

Scamming



The 13 Known Threat Types

Total email
Security

Barracuda
Threat type TES
: Spam
Essential 1 e

Data Exfiltration

URL Phishing

Lateral Phishing

Spear Phishing

, Service Impersonation

Sentinel . .
Domain Impersonation
Business Email Compromise
Scamming

Blackmail

Account Takeover

Conversation Hijacking

Gateway
Solutions




Complete Protection for Office 365

‘ Barracuda
Essentials

for Microsoft Office 365

Barracuda Cloud Control Communlty  Suppont D

Essentials Advanced Email

Security Service
Protects inbound & outbound email

Spam & viruses are blocked

Advanced Threat Detection
(Sandboxing)

Email spooling and Emergency Inbox
DLP and Encryption

Comprehensive reporting




Barracuda Sentinel for 065

Barracuda | -
Essentials | X
for Microsoft Office 365 _ x

A | fO [ R e a | _Tl m e S pe a I P h | S h | m g & Cy b e [ Primary goal Steal credentials Wire transfer, SSNs

F rau d D e'[:e NS fO r Oﬁ:l (€ 3 6 5 Barracuda Product Barracuda Essentials Barracuda Sentinel
Learns each organization’s unique

communications patterns & ldentifies anomalous
signals in message metadata and content

Quarantines spear phishing attacks in real time
Protects from domain spoofing and brand
hijacking. Helps easily set up DMARC

authentication

Provides visibility and analysis of DMARC reports.
Utilizes Al to identify high-risk individuals




Sentinel: Fraud prevention and inbox defense

Al for
Real-Time
Spear Phishing
Prevention




Inbox defense technology

eeeeeeeee

entiment

/° y
o) ©
ooooooo
®-e
ontacts
hips
o\
]
2 \
=] &
Email
addresses

5

Understands abnormal behavior
based on an identity graph

Machine learning/IA analysis -
Barracuda Security Insights



Barracuda Email Threat Scanner

Barracuda Email Threat Scanner (ETS)
e (Cloud service that scans O365 mailboxes

* Find advanced threats at rest
* |dentifies owners of said threats

Provides detailed reports and recommendations

1) Scan

Send customer link to
scan.barracuda.com/signup

2) Educate

Educate customer on their top risks

TOPTHREATS

Lashandra Mulero has a threat in their

inbox

3) Remediate

Provide remediation
checklist & sign up for
Essentials

‘ Aﬁ (Ml Bamoinss | Qomeeses
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Data Security Audit

Alberto Gonzalez
ArexData CTO
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Arexdata, la manera simple de proteger tus datos

Alberto Gonzalez
CTO, Arexdata

22222222222222


http://www.arexdata.com

Q) AREXDATA

Auditoria de Datos
El problema: ¢ddnde estan mis datos?

El activo mads importante de tu compania es tus datos... pero estan desperdigados en multiples sitios

* Los datos los generas en un sitio, como en tu disco local... y rapidamente se
diseminan sin control en otros repositorios como la cloud, en almacenes de
datos, sharepoint, copias locales....eftc...

* Y las amenazas actuales son cada vez mayores: intrusiones, ransomware,
fugas de informacion... en todas partes, todos los dias

* Controlar los datos es complicado: aproximadamente 90% de las compaiias
no tienen implementados procesos para gestionar el dato. Saber donde estan
y quien accede a los datos es una de las principales dificultades

© 2021 Arexdata — pag. 72



AREXDATA

PROTECT YOUR MOST VALUABLE ASSET - YOUR DATA

No es simple conseqguir la vision completa

Multiples herramientas, con informacion complicada de entender

El o owee e

& Event Viener

- = 4| » ThisPC » LocalDisk (G » Shares » repol » documents Fie Ackon View Help
Harme ’ Addvenced Security Settings for docamerts SR hedndiialo |l Ko
A Duick access | B Evert Viewer i oca)
et 3 Custom Viewn R <1 Evert D Task G
. — wee et D Tash o
e T Hl 12 Fare: CiSharestrepoT | documents ble bovoonicn o "
- . b= ~ 71 Appratien O, Buite Soccoss Microselt Windows security sudeng. 45 File Sstem
» % Local Disk (T) g confidentis.ppts e Acministrators (FLEAUDIT Administretors) B Changs 7] securty O A Soccess Pcroscht Windsws securty sudeing. 45 Hosaie Mangulition
PerfLogs = te 1] Senp. 2, Aude Success 18/37/2000 133635 Micosstt W Judeog 4428 Fle System
| Pemrnissions Share Audithg  Effective dccess {5} System E At S e 15/07/2000 132635 Micruselt Windom securty sudiog. 4663 _File Systom
Progran Files. : {7 Foramded Events e Succes TAcrozah Window: Zecurty udeng. i E Stem
Program Files (xBE et ) . = . ST 2 hpplications sndt Senviees Le| Mucroseft Windows secury auséiog 88 FleSytem
: Far additianal irfammation, dauble-ciick a permission entry. To mod#y o permission entry, select the antry and click Edit ff svailzble). \ Sibcdprions e R — N
~ | | Shares —— TSI/ A5 Microsst Windaws security sudeing
- 1 | 1 ~ .
o Type  Principal feces Inhericed fram Lpplisstn Al vt 342, NCouseft Windews securty 3usting
i B llow  developers seniers (AREXDA..  Full contral c This folder, Siblolders and files Groend Dot
v, docusrents BE Allow  developers uniors (AREXDA..  Full control CiShareshrepall This folder, subfolders and files =
test] BE fllcw  deveiopers (ARESDATS devel . Full control E: pal This Fofler, subFold i Files | secunsy i mmxm« ] J
y Btk A8 Alow  Everyone Fieed BLemcute C o This folder, subfolders and files
BE miow  SYSTEM Full cartrol o This folder, subfolders 2nd files s —
e B Allew  Adeinictratoes [FILEAUDIT\A...  Full contral o This folelar, subfoldors and filss
» Windouws BR Anlow  Users (FILEALIDIT\Users) Fead & execute (=38 This fodder, subfolders and files e Oyect Servar: Security
| AR Aitos  Liems FEILEALIDITY Lipmecl 5 1 full Thuin Frlcimr arcl snibEnlcl -
| . Otyext Name C\Sharesirspo\New Tot Decurment (454 |
d Exmzve Visw e TR
Pesurce ittabites S
| Frocen Irfommation:
| [1Replace o <hild shject permiszion
B 2 Y110.58.22. 840 loghaudie_svm] Lozt
0382280 oghaudit s % | ¥

<=7xmi version:
- =Evente umlna=
- cEvents
- <System=
wProvider Guid="{3CR2A1GE-FELI-4A4E-BDAD -DCFA22F13473 ]} Name="NatApp-Securily-Auditing "/ =
<EvEntlO> 3656 Eventis
=Vergion> 1043« /Varswn=
<5ources CIFS </Sources
=level==/Levsl=
<OpcedaxD</Opoode>

&=
tp /S vewve.netagp.com/schemas ONTAP /2007 { Anditl og">

= fieywordss>

chesult Audit Success </ Result>

=TimeCreatsd SystemTime="2020-07-10T09:17:06.6320900002") =

<Correhation>

=Channel=Secarity= / Channel=

=Computer=ontapselectd 7/ svml </ Computer=

=ComputerUID=-5476018a-620e-110a-2e3b-0050568ca3cl/ 2a7Shde7-6a28-11ea-b68d-00a0bBIS00ES </ Computar IUTD=

< Secuitg =
<{System>
<EventData>
<Data Name=" " ion="4">10.58.23.
=[ats Hems “false” Gid="1" Uid="0">
=<Data Name=" 5-1-5-21-1843849653-2000404000-361 B7 58610-500<Dals»
=Dats Neme="SubjectUserlsLocal” = false</Data>
=Dwata Nam: I i " A=[Dat
<Data Name="Subjec A Data>
‘ObjectServer” > Security</Datas
ObjectType”=Directory = /Data >
dleID” 22;3160a62d=/Data >
b - Fasd«/Cota:

=Dats Neme="AccessList™> % %4423 W0 1538 </Date=
=Data Name="AccassMask'= 2080=/Data>
=Data Name="DesiredAccess > Read Attributes; Read ACL; «/Datar
<Data Name="Attributes™/>
={EventData=

</Events © 2021 Arexdata — pag. 73
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Q) AREXDATA

Asi que resulta complicado obtener respuestas
a preguntas basicas

.. y cuando las consigues es a costa de que tu departamento IT invierta mucho tiempo y esfuerzo

¢ Quién tiene acceso a esta carpeta?
¢, A qué carpetas puede un usuario o grupo acceder?
¢ Quién ha estado accediendo a estos ficheros durante el ultimo mas? ¢Y para qué?
¢ Hay datos sensibles o privados en mis carpetas? (HIPAA, PCI, GDPR)
¢ Que datos y accesos hay en mis carpetas publicas?

¢, Como puedo arreglar todo esto?



Q) AREXDATA

Necesidades tipicas

* “Necesito cumplir con la regulacion, en particular con GRPD”
* “Tengo que poner orden en mi AD: revisar permisos, limpiar grupos, etc..”
* “Queremos revisar el estado de cumplimiento de regulaciones internas y externas”

* “Soyresponsable de los datos asociados a mi departamento de negocio, pero no puedo depender de Tl
para controlar los accesos”

* “Hemos de revisar los accesos a ficheros para poder prevenir y eliminar cyber-amenazas a la
compafia”
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Q) AREXDATA

Endpoint Audit

controla los datos que residen en las estaciones de trabajo de los usuarios

* Proporciona una vision central de la actividad en
las estaciones de trabajo de sus usuarios

* Controlar accesos y modificaciones a ficheros

* Monitorizar los trabajos de impresion

* Ver la actividad de sus usuarios: aplicaciones
usadas, tiempo trabajado, software instalado

* Detectar y alertar situaciones de riesgo como
borrados masivos, copiados de discos, muchas
impresiones, etc...Reaccionar ante ellas a traves
de la ejecucion automatica de de los scripts que .
defina el cliente -
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Q) AREXDATA

Enterprise Audit

protege los datos en repositorios centrales, almacenamiento, y cloud

* Obtener una vision Unica de la acciones en sus ficheros, sin importar el 3 pom 2
repositorio donde ocurran

* Visualizar la actividad en los ficheros almacenados en Fileservers, “
Office365, Google Suite, y en sus cabinas NetApp (%) 3

* Muestra los permisos de cada fichero, permitiendo detectar situaciones de p— e
riesgo como permisos excesivos o “shares” abiertos sin autenticacion == =

* Obtenga una vista comun de todos sus Active Directories y Azure AD, = o
visualizando los eventos de todos sus dominios. Detecte malas practicas ; e
como cuentas inactivas, grupos de seguridad vacios, contrasefas no '
cambiadas, etc...

Created

----------

1. Otras marcas y tecnologias en roadmap
© 2021 Arexdata — pag.



) AREXDATA

Enterprise Management

Endpoint Enterprise /  Enterprise 4
Audit Audit  f* Management

delegar la proteccion de datos en los responsables de departamento u otros expertos

Aproveche el conocimiento que sus responsables de lineas de negocio
tienen de los datos de sus departamentos para mejorar la proteccion y
control de los datos

* Reduzca la complejidad técnica que la Seguridad de los Datos implica a
sus responsables operacionales.

* Revise y analice la actividades de usuarios sobre los ficheros bajo su
responsabilidad

* Visualice y gestione los permisos desde una Unica vista con un interface
simple de usar

User Activity  Flle Activity  Sensitive Data  Permisslons  Data Owner

Server: auditor_fileaudit ¥ Refrash Cata
Share Mame: ga

Full Path C.\Sl-warcs\uu'uaqcrzalez

CIFS Path: C$\Shares\ga\agonzalez

Folder Owner: BUILTIN|Administrators

User NTFS Permissions Apply To Actions

AREXDATAldeveloper_junior_ 1 R XL = This foldar subfolders and files @ Inhoritad
AREXDATAlagonzalez " XL @ This falder subfolders and files B Inherited
AREXDATA|Administratar FWRMXL & This folder subfelders and files 0 nheritzd
FILEAUDIT| Administrator FWRMXL ® This folder subfolders and files O Inherited
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Data Classification

Endpoint Enterprise Enterprise
Audit Audit Management

encontrary controlar la informacion sensible existente dentro de sus ficheros

* Detectar informacion sensible (DNI, Seguridad Social, tarjetas de crédito, etc...) o

informacion clasificada en todos sus tipos de ficheros, incluyendo imagenes
* Anade facilmente nuevos patrones a detectar, por ejemplo tus codigos de facturas, o los s e
nombres internos de proyectos criticos. Refinelos con términos de proximidad y listas de e :
términos a excluir — e
* Combina los patrones usando operaciones logicas construyendo reglas para detectar — = =—
situaciones o términos especificos - E

* Monitoriza las actividades_en ficheros con datos sensibles, encuentra quien accede a Fom
ellos, revisa sus permisos. Todo ello desde una vista Unica \

* Controlar donde residen estos ficheros sensibles, incluso en estaciones de trabajo de los
usuarios

0 52 10 52 0 0 e
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Demo ArexData
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Questions?
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