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CyberAl Revolution

Cémo evolucionar tu ciberseguridad
ante amenazas inteligentes
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Xavi Pes
VP AI-SECURITY STUDIOS

Xavi is a Telecommunications Engineer with a long-
standing passion for technology, especially cybersecurity
and security operations. His professional achievements
include gquiding enterprises in modernizing their cyber
defenses, participating in more than 100 cybersecurity
incidents, and speaking at industry events on the future of
cyber defense. He is currently focused on transforming
CyberOps through automation, agentic security, and
xavi.pes@plainconcepts.com secure Al adoption, leading the new Al Security
Studios division.
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Los nuevos villanos: ciberdelincuentes 2.0

WANTED
BY THE FBI

WANTED
BY THE FBI

MAKSIM VIKTOROVICH YAKUBETS VOLODYMYR VIKTOROVYCH

Conspiracy; Conspiracy to Commit Fraud; Wire Fraud; Bank Fraud;
Intentional Damage to a Computer

DESCRIPTION

Aliases: Maksim Yakubets, "AQUA"
Date(s) of Birth Used: May 20, 1987
Hair: Brown

Height: Approximately 510"

Sex: Male

Citizenship: Russian

Place of Birth: Ukraine

Eyes: Brown

Weight: Approximately 170 pounds
Race: White

REWARD

The United States Department of State’s Transnational Organized Crime Rewards Program is offering a

reward of up to $5 million for information leading to the arrest and/or conviction of Maksim Viktorovich
Yakubets.

TYMOSHCHUK

Conspiracy to Commit Fraud and Related Activity in Connection with Computers; Intentional Damage to
a Protected Computer; Unauthorized Access to a Protected Computer; Transmitting a Threat to
Disclose Confidential Information

REWARD

The United States Department of State’s Transnational Organized Crime Rewards Program is offering a reward of up to $10,000,000 for information
leading to the arrest and/or conviction of Volodymyr Viktorovych Tymoshchuk, and up to $1,000,000 for information leading to the arrest and/for
conviction of other key leaders of the Nefilim, LockerGoga, and MegaCortex Ransomware variants.
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NATIONAL CRIME AGENCY

\ Maksim Yakubets' wedding may have cost more than half a million dollars
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Panorama actual de ciberseguridad

Incremento de Nueva superficie Asimetria entre
ataques de ataque ataque y defensa
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Panorama actual de ciberseguridad

+19%
+72%

+13%

i Nueva superficie Asimetria entre
2023 2024 2025 2026 2027 de ataq ue ataque y defensa

Hiper-Personalizacién

Nuevas tacticas y técnicas

Velocidad 1Semana > 1Dia

SOURCE: Microsoft Digital Defense Report 2025 / Crowdstrike 2025 European Threat Landscape Report
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+19%

+72%

+13%
+15%

2023 2024 2025 2026 2027

Hiper-Personalizacion
Nuevas tacticas y técnicas

Velocidad 1Semana > 1Dia

Nueva Superficie
ataque GenAl

Al Data and
Orchestration

RAG and
web data

Application

SOURCE: Microsoft Digital Defense Report 2025 / Crowdstrike 2025 European Threat Landscape Report
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Asimetria entre
ataque y defensa
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+19%
+72%

+13%
+15%

2023 2024 2025 2026 2027

Hiper-Personalization
New Tools / Techniques
Speed what 1W now 1D

Nueva Superficie
ataque GenAl

Plug-ins
Al Data and 4
Orchestration GI'I.
functions
GenAl
prompts
and
responses
g Al Models

Application

Vectores de
ataque
tradicionales

SOURCE: Microsoft Digital Defense Report 2025 / Crowdstrike 2025 European Threat Landscape Report

Successes
Failure
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Panorama actual de ciberseguridad
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Impacto de incidente BEC: Sin agentes

RECON

> PII
&“;

Email

SCAN

LT Exfiltration //
. server /
Security ( !

\ /;
| /i
Team ( /

P d Blockuser /| /

Y il
=N _‘_‘é,;;,",",",',',',’,',’,,"l,l,l'l,l’l,l!m"’lll
:‘\’fs'.":l::,,',',',"ll’ll,};,‘,‘,”’ll"”'ll
L g g
S 1 O
3 ATH B

{
l;',‘l'

15 min 30 min Th 2h 3h 12h



Impacto de

F

Security
Team

me R

15 min

30 min

RECON

Email
SCAN

incidente BEC: Con agentes

: Silent

CopilotCRM  _ citration
LLM

N8N Agent Jailbreak

ITSMAgent  SAAS Recon

Pl

File Exfiltration
server

>(

2h 3h

#Stechday2025BCN

a8
7 7 7 7
iy
22




#Stechday2025BCN

Impacto de incidente BEC: Con agentes
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Impacto de incidente BEC: Con agentes
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Malicious EC2
Ransomware
Deployment
Malicious VPC
New alerts
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Recomendaciones

"La IA no solo esta transformando como trabajamos, sino también como nos atacan. Cada
agente Al es una puerta mas que proteger, y los atacantes han aprendido a usar nuestras
propias herramientas de productividad como armas."

1. Inventario de seguridad, de todos los agentes y sus permisos

2. Gestion de las (NHI) Identidades no humanas, como prioridad de ciberseguridad
3. Nuevos playbooks de respuesta para incidentes con agentes

4. Presupuesto de ciberseguridad incluido en el business case del proyecto de |A
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THE FRAMEWORK
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THE FRAMEWORK
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THE FRAMEWORK
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THE FRAMEWORK
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Al SECURITY STUDIOS

Al Security
Architecture

Strategic design and
governance for safe,
compliant, and resilient
Al.

YAt

Offensive Al

Al-augmented process to
harden defenses before
attackers do.

Agentic Security

Reinventing the Security
Operations
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Thank you!
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